Quantifying and neutralising sexually explicit language by Weir, George
Weir, George (2015) Quantifying and neutralising sexually explicit 
language. In: Cybercrime Risks and Responses. Palgrave McMillan. (In 
Press) , 
This version is available at https://strathprints.strath.ac.uk/51622/
Strathprints is  designed  to  allow  users  to  access  the  research  output  of  the  University  of 
Strathclyde. Unless otherwise explicitly stated on the manuscript, Copyright © and Moral Rights 
for the papers on this site are retained by the individual authors and/or other copyright owners. 
Please check the manuscript for details of any other licences that may have been applied. You 
may  not  engage  in  further  distribution  of  the  material  for  any  profitmaking  activities  or  any 
commercial gain. You may freely distribute both the url (https://strathprints.strath.ac.uk/) and the 
content of this paper for research or private study, educational, or not-for-profit purposes without 
prior permission or charge. 
Any correspondence concerning this service should be sent to the Strathprints administrator: 
strathprints@strath.ac.uk
The Strathprints institutional repository (https://strathprints.strath.ac.uk) is a digital archive of University of Strathclyde research 
outputs. It has been developed to disseminate open access research outputs, expose data about those outputs, and enable the 











Detecting the degree and character of sexually explicit textual content is a feasible and potentially useful 
enterprise.  Such a facility may assist in preventing child exploitation, for example, by automating the 
detection of the highly sexualised content of on-line grooming, and may be beneficial in SMS for 
GHWHFWLQJRIIHQVLYH VH[WLQJ  ,QDGGLWLRQ DQDELOLW\ WRGHWHUPLQH WKHQDWXUHDQG µVWUHQJWK¶RI VH[XDOO\
explicit content would prove helpful in contexts where students, trainees or other professionals need to 
be exposed to sexually explicit language in documents.  In such settings, we might deploy such detection 
and quantification toward managing the content, for instance, E\PHDQVRISURJUHVVLYHµQHXWUDOLVDWLRQ¶




The COPINE (Combating Paedophile Information Networks in Europe) classification model [1] 
rates the severity of victimisation in child pornographic imagery on a ten point scale [2].  In the UK 
and elsewhere in Europe, this scheme is used as an aid to investigation and criminal proceedings 
and has been adapted for use by the 8.¶VSentencing Advisory Panel as a five point scale (Figure 
1) for use in court cases [3]. 
Such classifications afford a standard approach for gauging the seriousness of offences, based 
XSRQ WKH µVWUHQJWK¶RI WKH LPDJHU\SRVVHVVHGRUH[FKDQJHGE\DOOHJHGRIIHQGHUV  ,QFRXUW WKH
scheme can assist in limiting the need to expose individuals - those attending or participating in the 
proceedings - to graphic, potentially distressing or damaging materials.  Instead, an outline 
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whom I have supervised on this topic in the project components of their respective degrees. 
description of the classification scheme, combined with the degree and quantity of the materials in 
a suspect's possession, can convey the significant dimensions in a criminal case, that is, the degree 
or 'strength' of individual images or video content and the quantity of materials that fall under each 
classification. 
1. Images depicting nudity or erotic posing with no sexual activity 
2. Sexual activity between children, or solo masturbation by a child 
3. Non-penetrative sexual activity between adult(s) and child(ren) 
4. Penetrative sexual activity between child(ren) and adult(s) 
5. Sadism or bestiality 
Fig. 1: SAP scale 
For some professionals in law enforcement, legal representation or digital forensics, exposure 
to hard-core pornography in the form of explicit images and video is often a necessary aspect of 
the job.  Such individuals may be called upon to scrutinise or pass judgement on the materials with 
which they are confronted.  Since they may be required to apply such classification schemes, they 
will not directly benefit from schemes of this type. 
Another major area of concern for law enforcement in which content has a crucial role is the use 
of social networking and similar chat-based sites for the sexual grooming of minors.  Through such 
networking sites, those wishing to engage in criminal exploitation of children may seek to develop 
a relationship with one or more minors as part of the grooming process.  In such settings, the content 
may be entirely (or largely) text-based and the collation of evidence against an offender will require 
the assembly and annotation of such computer-based interactions.   
As in the cases of graphic imagery noted earlier, there are several contexts in which exposure to 
explicit text-based materials may be a professional requirement - as a digital forensic investigator, 
a legal professional or a member of law enforcement.  With this in mind, our purpose is to explore 
the possibility of developing techniques, based upon the classification of such textual content, 
which will provide means to neutralise by varying degrees, the strength of content to which a 
student, trainee or other professional may be exposed.  Our aim is to manage the quantity and degree 
of such content with a view to minimising any detrimental effects (observer impact) that such 
content may have on ill-prepared individuals.   
2. Observer impact 
Anyone who has encountered pornography is likely to be aware of its strong emotional force.  
)XUWKHUPRUHWKLVJHQHUDOO\LQFUHDVHVZLWKWKHµVWUHQJWK¶RIWKHSRUQRJUDSKLFFRQWHQW$OWKRXJK
there is some dispute over the long-term psychological impact of such exposure [see, for example, 
4, 5, 6], there is strong evidence to suggest that such exposure may detrimentally affect the 
psychology of the individual.  For example, Paolucci et. al. [7] conclude that µ7KHUHVXOWVDUHFOHDU
and consistent; exposure to pornographic material puts one at increased risk for developing sexually 
deviant tendencies, committing sexual offenses, experiencing difficulties in one's intimate 
relationships, and accepting the rape myth¶ [7]. Other sources HFKRWKLVSHUVSHFWLYHIRUµVWURQJ¶
pornography: µ9LHZHUVRIQRYHODQGH[WUHPHSRUQRJUDSKLFLPDJHVPD\EHFRPHWROHUDQWWRVXFK
LPDJHVZKLFKPD\LPSDFWVH[XDOUHVSRQVH¶>8].  
Individuals engaged in detection, evidence gathering and legal proceedings involving child 
pornography, face a ULVN RI µREVHUYHU LPSDFW¶ VLQFH work commitment means that distancing 
themselves from such materials becomes impossible.  A 2010 study [9] examined the 
µSV\FKRORJLFDOLPSDFWRIYLHZLQJGLVWXUELQJPHGLDRQLQYHVWLJDWRUVHQJDJHd in computer forensics 
ZRUN¶ DQG FRQFOXGHG WKDW µVXEVWDQWLDO SHUFHQWDJHV RI LQYHVWLJDWRUV UHSRUWHG SRRU SV\FKRORJLFDO
well-being. Greater exposure to disturbing media was related to higher levels of STSD [secondary 
WUDXPDWLFVWUHVVGLVRUGHU@DQGF\QLFLVP¶ (p.113)7KHSUHVHQFHRIVXFKµVLGH-HIIHFWV¶DQGWKHQHHG
to attend to their impact is clearly noted: µAlthough law enforcement agencies need individuals to 
view potentially disturbing images for investigative purposes, there is little research examining the 
LPSDFWRIVXFKZRUNRQLQGLYLGXDOV¶SV\FKRORJLFDOZHOO-being. This study was the first to assess 
quantitatively the levels of burnout and STSD among employees who are required to view 
GLVWXUELQJ PHGLD¶ (p. 120)  ,Q FRQFOXVLRQ WKLV VWXG\ RIIHUHG µempirical data on the poor 
psychological well-being of law enforcement employees investigating computer child pornography 
cases in terms of both burnout DQGVHFRQGDU\WUDXPDWLFVWUHVV¶S 
3. Text-based content 
We have seen the development of VFDOHVIRUWKHµVWUHQJWK¶RISRUQRJUDSKLFLPDJHV and these 
scales have been used in research and for judicial purposes, where their application acknowledges 
the desire to avoid unnecessary exposure to such content.  This focus makes sense, in light of the 
SUHYDOHQFHRIµVWURQJ¶LPDJHU\DQGLWVLPPHGLDWHLPSDFWXSRQDQREVHUYHU  In contrast, sexually 
explicit text content has not received the same attention.  One reason for this disparity may be that 
WH[WXDOFRQWHQWLVFRQVLGHUHGOHVVµIRUFHIXO¶WKDQLWVJUDSKLFDOFRXQWHUSDUW1HYHUWKHOHVVWKHUHDUH
FRQWH[WVLQZKLFKH[SRVXUHWRH[SOLFLWWH[WXDOPDWHULDOVPD\EHDSURIHVVLRQDOUHTXLUHPHQW 
A major concern for law enforcement is the use of social networking and similar chat-based 
sites for the sexual grooming of minors.  While such interactions may facilitate the creation or 
transfer of pornographic images and lead to child exploitation, the medium of interaction may be 
entirely (or largely) text.  In order to pursue a criminal case against such grooming, law enforcement 
officers must collate evidence against a suspect.  Inevitably, this will require the assembly and 
annotation of such textual content.  Such material is often be highly sexualised and explicit, so we 
have a context in which several individuals may be exposed to this content, with its associated 




4. Gauging text content 














FRQWHQW  7KLV ZRXOG DOORZ WKH SRVVLELOLW\ RI JUDGLQJ WH[WV DFFRUGLQJ WR WKH FRQWHQW WKDW WKH\
GHVFULEH$WH[WXDOGHVFULSWLRQRIFKLOGH[SORLWDWLRQPLJKWWKHUHE\UHIOHFWDKLJKRUORZOHYHORQ
WKH&23,1(VFDOH 
'HVSLWH WKH IHDVLELOLW\ RI WKLV DSSOLFDWLRQ D VHULRXV GHILFLHQF\ UHPDLQV ZLWK WKH QRWLRQ RI
DSSO\LQJVXFKDVFDOHDVWKHEDVLVIRUJUDGLQJWKHµVWUHQJWK¶RIVH[XDOO\H[SOLFLWWH[W7KHSUREOHP




QRWH[WHQGWRWKHIXOOUDQJHRIFRQWHQWWKDWZRXOGUHDVRQDEO\JLYHULVHWRthe duty of care concern, 
as expressed above.  
There are numerous techniques available for automatic text classification and these vary in their 
approach and effectiveness [10].  Such approaches may be suitable for automatically recognizing 
that any specific text is sexually explicit.  In seeking a means to gauge the degree of sexually explicit 
content, we have not addressed this identification issue but begin from the assumption that we know 
the text samples under consideration are sexually explicit to a degree that falls within the realm of 







GDWD VHWZHFDQPDWFKDJDLQVW VDPSOH WH[WV LQRUGHU WRTXDQWLI\ WKHGHJUHHRI VH[XDOO\H[SOLFLW
FRQWHQWLQWKHVDPSOH 
5. Impact reduction  
2XU DSSURDFK WR UHGXFLQJ WKH LPSDFW RI VH[XDOO\ H[SOLFLW WH[W LV EDVHG XSRQ WKH LGHD RI
µREVWUXFWLQJ¶ WKH LPPHGLDWH SHUFHSWLRQRI WKH WH[W FRQWHQW 2QHEHQHILW RIZRUNLQJ LQ WKH WH[W
GRPDLQ LV WKDW VXFK FRQWHQW DIIRUGV D ZLGHU GHJUHH RI JUDQXODU DQDO\VLV DQG DOWHUDWLRQ WKDQ LV
SRVVLEOHZLWKLPDJHV 
)RUDQ\VDPSOHWH[WZHFDQHPSOR\DYDULHW\RIPDWFKLQJWHVWVWRGHWHUPLQHZKDWVSHFLILFOH[LFDO
FRPSRQHQWV FRQWULEXWH WKH H[SOLFLW VH[XDO FRQWHQW  $W WKH VLPSOHVW OHYHO WKLV UHTXLUHV VWULQJ
PDWFKLQJRQLQGLYLGXDOZRUGVDQGPXOWLZRUGXQLWV7KLVFDQEHVXSSOHPHQWHGZLWKYDULHWLHVRI
IX]]\PDWFKLQJIURPZRUGVWHPPLQJWKURXJKFRQFHSWFOXVWHULQJWRPHWDSKRUPDWFKLQJ,QZRUG
VWHPPLQJDOOYDULDWLRQVRQD URRW WHUPDUHFRQVLGHUHGHTXDOHJ IXFN IXFNLQJ IXFNHU IXFNHG
6WHPPLQJVLPSOLILHVWKHSURFHVVRIµZHLJKLQJ¶WKHVH[XDOFRQWHQWIRUH[DPSOHIRXULQVWDQFHVRI
WKHVDPHVWHPUDWKHUWKDQIRXUGLIIHUHQWWHUPV&RQFHSWFOXVWHULQJLVDQRWKHUIRUPRIDJJUHJDWLRQ
,Q WKLVFDVH LQVWDQFHVRI WKHVDPHFRQFHSWVDUHWUHDWHGDOLNHHJ IXFNVFUHZVKDJHWF 6XFK
FOXVWHULQJDOVRVLPSOLILHVWKHFRXQWLQJSURFHVV7KHUHE\ZHPD\UHJLVWHUWKUHHLQVWDQFHVRIWKH
VDPH FRQFHSW UDWKHU WKDQ WKUHH GLIIHUHQW WHUPV  $ IXUWKHU DSSURDFK SURSRVHG EXW \HW WR EH
LPSOHPHQWHGHPSOR\VPHWDSKRUPDWFKLQJ,QWKLVFDVHZHPD\VHOHFWLYHO\PDWFKWHUPVWKDWVHUYH
DVPHWDSKRUVIRUVH[XDOIHDWXUHV)RUH[DPSOHVRPHUHIHUHQFHVWRORQJSRLQWHGLQVWUXPHQWVFDQEH



































WH[W VLQFH WKHUH LV DJUHDWHUGHJUHHRI VXEVWLWXWLRQ WKDQZLWKYRZHODVWHULVN UHSODFHPHQW 2QFH
DJDLQVXFKUHSODFHPHQWDLPVQRWREVFXUHWKHPHDQLQJRIWKHRULJLQDOµUDZ¶WH[W 
$ IXUWKHU LQFUHDVH LQ WKH OHYHO RI VXEVWLWXWLRQ LV DFKLHYHG E\ DSSO\LQJ IXOO UHSODFHPHQW RI
FKDUDFWHUVLQVH[XDOO\H[SOLFLWH[SUHVVLRQVZLWKDVWHULVNV7KLVKDVDJUHDWHUREVFXULQJHIIHFWEXW
VWLOOWHQGVQRWWRSUHYHQWWKHUHDGHUIURPJUDVSLQJWKHLQWHQGHGPHDQLQJRIWKHRULJLQDOWH[WJLYHQ
WKDW WKH UHDGHU DSSUHFLDWHV WKH PRWLYDWLRQ EHKLQG WKH VXEVWLWXWLRQV  7KH IRXUWK UHSODFHPHQW
VWUDWHJ\ DGRSWV D UDGLFDO DSSURDFK WR REVFXULQJ H[SUHVVLRQV LQ WKH RULJLQDO H[SOLFLW WH[WV
)ORUDOLVDWLRQUHSODFHVWDUJHWWHUPVZLWKWKHQDPHVRIIUDJUDQWIORZHUVWRDFKLHYHDGLIIHUHQWIRUPRI
FRJQLWLYHGLVWUDFWLRQ 








Original text  
I want to rub your tits and your pussy until my cock explodes. 
Asterisk 1 
I want to rub your <L3.O2>b*obs</L3.O2> and your <L1.O2>p*ssy until my <L2.O2>c*ck</L2.O2> 
explodes. 
Euphemisms 
I want to rub your <L3.O1>breasts</L3.O1> and your <L1.O1>vagina</L1.O1> until my 
<L2.O1>penis</L2.O1> explodes. 
Asterisk 2 
I want to rub your <L3.O3>*****</L3.O3> and your <L1.O3>*****</L1.O3> until my 
<L2.O3>****</L2.O3> explodes. 
Floralisation 
I want to rub your <L3.O4>blueberry</L3.O4> and your <L1.O4>poppy</L1.O4> until my 
<L2.O4>campion</L2.O4> explodes. 
Mixed (euphemism, floralisation, asterisk 1) 




,Q GLIIHUHQW FRQWH[WV WKHUH ZLOO EH D QHHG IRU GLIIHUHQW PHDQV RI TXDQWLILFDWLRQ  ,I ZH DUH
RSHUDWLQJZLWKVHWVRIGRFXPHQWVZHPD\EHVDWLVILHGZLWKDGHQVLW\UDWLRIRUHDFKGRFXPHQWRUDQ
DYHUDJHIRUGRFXPHQWVLQWKHVHW,IZHDUHWUDFNLQJG\QDPLFFRQWHQWVXFKDVFKDWRUVRFLDOPHGLD









WKDQ LPDJH IRUP DQG KDYH SURGXFHG D WHVW EHG IDFLOLW\ WKDW VHUYHV DV D PHDQV WR H[SORUH WKH
SURVSHFWVWHFKQLTXHVDQGEHQHILWVRIQHXWUDOLVDWLRQ 
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